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Companies	allowing	employees	to	bring	their	own	device	(BYOD)	for	work	purposes	are	toeing	a	fine	line:	providing	workers	with	the	ability	to	use	a	smartphone	or	tablet	they’re	most	comfortable	with,	but	also	subjecting	the	enterprise’s	data	to	potential	security	risks.	Is	letting	employees	use	their	personal	smartphones	to	access	company	email	and
other	business	platforms	the	best	way	to	navigate	the	mobile	era?	Or	should	businesses	be	providing	devices	to	their	teams,	and	taking	a	more	managed	approach	to	mobile	productivity	and	security?	One	issue	that	is	consistently	keeping	digital	security	and	IT	managers	awake	at	night	is	smartphone	rooting.	What	is	smartphone	rooting?	Rooting
phones,	no	matter	what	the	operating	system,	usually	means	discovering	a	bug	of	some	sort	that	allows	you	to	bypass	internal	protections	and	gain	complete	control	over	the	operating	system	—	to	become	the	“root”	user,	who	has	all	privileges	and	all	access.	Rooting	is	sometimes	called	“jailbreaking,”	as	it	lets	the	user	break	out	of	the	constraints	of
the	operating	system.	In	the	Android	ecosystem,	since	the	platform	is	based	upon	Linux	permissions	and	file-system	ownership,	rooting	means	gaining	“superuser”	access.	Rooting	is	generally	carried	out	using	Android	SDK	tools	to	unlock	the	bootloader	and	then	flash	a	custom	image	to	the	device.	Some	third-party	applications	may	offer	to	root	your
device	for	you,	but	users	should	be	particularly	cautious	of	these	as	they	have	the	potential	to	introduce	malware	or	other	security	loopholes.	Not	everyone	rooting	a	phone	breaks	in	by	finding	a	bug.	Android	phones	sold	for	development	purposes,	for	example,	may	allow	rooting	to	help	in	the	testing	and	debugging	process.	It’s	also	important	to	note
that	rooting	is	different	from	unlocking	a	phone.	In	the	U.S.	especially,	phones	are	often	sold	with	a	subsidy	provided	by	a	telecom	carrier.	To	help	enforce	the	contract	terms,	phones	may	be	configured	by	the	carrier	so	they	can	only	be	used	on	certain	networks.	Disabling	these	controls	is	called	“unlocking”	the	phone,	but	this	does	not	involve	gaining
superuser	permissions.	Why	do	people	root	their	phones?	People	root	smartphones	for	many	reasons.	They	may	want	to	install	a	specific	application,	change	certain	settings,	or	just	don’t	like	being	told	what	they	can	and	can’t	do	with	their	phone.	In	the	early	years	of	Android	smartphones,	rooting	was	popular	among	tech	enthusiasts	as	a	way	to	strip
back	user	interface	customizations	made	by	manufacturers	to	the	Android	platform.	In	other	instances,	the	motivation	has	been	to	remove	preloaded	applications.	How	can	you	tell	if	a	phone	is	rooted?	Users	who	are	uncertain	if	their	phone	has	been	rooted	have	several	ways	to	check.	The	presence	of	a	Kinguser	or	Superuser	application	on	the	device
is	an	obvious	sign	the	device	has	been	rooted.	These	applications	are	typically	installed	as	part	of	the	rooting	process	to	allow	access	to	superuser	privileges.	Users	can	also	download	a	root	checker	app	or	a	terminal	client	to	determine	if	superuser	access	is	configured.	With	Samsung’s	Android	devices	featuring	Samsung	Knox,	the	user	can	simply	go
into	Settings	and	tap	“About	Phone”	to	review	the	software	versions	on	their	device.	Any	irregularities	in	the	software	will	be	noted.	Is	rooting	your	smartphone	a	security	risk?	Rooting	disables	some	of	the	built-in	security	features	of	the	operating	system,	and	those	security	features	are	part	of	what	keeps	the	operating	system	safe	and	your	data
secure	from	exposure	or	corruption.	Since	today’s	smartphones	operate	in	an	environment	filled	with	threats	from	attackers,	buggy	or	malicious	applications,	as	well	as	occasional	accidental	missteps	by	trusted	users,	anything	that	reduces	the	internal	controls	in	the	Android	operating	system	represents	a	higher	risk.	Quantifying	that	increased	level
of	risk	is	hard,	because	it	depends	on	how	the	phone	was	rooted	and	what	happens	next.	If	a	user	roots	their	smartphone	and	doesn’t	do	anything	outside	of	normal	day-to-day	usage,	it	becomes	difficult	to	point	and	say,	“This	is	a	big	security	problem.”	But	if	a	rooted	phone	stops	checking	for	software	updates	and	security	patches	(or	cannot	install
them	because	the	kernel	is	no	longer	signed	properly),	then	even	a	phone	used	in	a	very	normal	way	slowly	turns	into	a	ticking	time	bomb	running	old	software	and	applications.	White	Paper	Get	our	comprehensive	guide	and	template	for	developing	a	BYOD	policy	tailored	to	your	organization.	Download	Now	On	the	other	hand,	IT	managers	know
that	many	users	root	their	phones	and	then	engage	in	unsafe	behaviors,	such	as	installing	pirated	applications	or	malware	—	even	unintentionally.	In	that	case,	the	security	risk	rises	quickly.	A	rooted	smartphone	—	especially	one	that	doesn’t	get	updated	—	creates	a	security	problem	that	gets	worse	over	time.	Similarly,	some	of	the	important	security
features	of	smartphones,	such	as	Samsung’s	Trusted	Execution	Environment	(TEE),	can	be	disabled	when	a	smartphone	is	rooted.	Then,	applications	dependent	on	the	security	of	TEE	for	encryption	key	storage	or	home/work	partitions,	for	example,	either	stop	functioning	entirely	or	are	no	longer	secure,	and	that’s	why	most	IT	managers	strongly
discourage	rooting	phones.	Should	rooted	smartphones	be	used	for	work?	Rooting	a	smartphone	changes	the	fundamental	security	posture	of	the	device,	and	this	generally	makes	the	device	unsuitable	for	work	use,	exposing	enterprise	data	and	applications	to	new	threats.	Many	acceptable	use	policies	(AUPs)	explicitly	state	that	rooted	devices	are
not	allowed	to	access	corporate	networks,	applications	and	data.	As	discussed	in	more	detail	below,	IT	admins	may	also	use	rooting	or	jailbreak	detection	capabilities	within	their	mobile	device	management	(MDM)	solution	to	red-flag	any	compromised	devices	enrolled.	Even	if	these	policies	and	protections	are	not	in	place,	users	who	are	aware	their
device	is	rooted	should	think	twice	before	using	that	phone	for	business	purposes.	What	should	IT	managers	do?	First,	make	it	hard	for	people	to	root	phones.	Pick	a	business-focused	phone	that	has	hardware	protections	that	make	booting	of	untrusted	code	somewhere	between	difficult	and	impossible.	For	example,	Samsung’s	phones	with	the	built-in
Knox	platform	and	TEE,	including	Galaxy	S22	Series,	use	a	combination	of	hardware	and	firmware	to	keep	untrusted	operating	systems	from	loading	by	verifying	a	digital	signature	on	each	part	of	the	operating	system	as	it’s	loaded	into	memory.	If	the	software	is	not	digitally	signed	by	someone	in	Samsung’s	chain	of	trust,	then	the	phone	won’t	load
the	software	at	all.	The	digital	signature	guarantees,	with	cryptographic	assurance,	that	the	operating	system	software	being	loaded	has	not	been	modified.	That	eliminates	one	favorite	technique	for	rooting	phones.	Samsung	Knox	also	has	rollback	protection	as	part	of	the	trusted	boot	process.	Another	favorite	rooting	technique	is	to	load	an	older
version	of	the	Android	operating	system	with	an	old	bug	that	makes	it	easy	to	root	the	phone.	With	Knox-integrated	phones,	though,	once	a	new	version	of	the	operating	system	has	been	loaded,	it	can	set	a	minimum	version	number	in	the	TEE,	and	the	smartphone	can	detect	if	the	operating	system	meets	the	minimum	requirement.	Depending	on
where	the	device	is	in	the	boot	process,	it	will	either	refuse	to	load	older,	buggier	versions	of	the	operating	system,	or	in	some	cases,	it	will	boot	up	but	clear	out	the	secure	area	in	the	TEE,	which	has	decryption	keys	in	it,	effectively	wiping	the	phone’s	data	storage.	Rollback	protection	is	a	one-way	street	—	no	amount	of	factory	resetting	the	phone
will	clear	this	information	out,	so	once	a	phone	has	been	patched	and	the	rollback	protection	updated,	it	can’t	be	unpatched	by	someone	trying	to	root	it.	Finally,	after	making	it	harder	to	root	phones,	IT	managers	should	actively	detect	rooted	devices,	typically	using	their	MDM,	enterprise	mobility	management	(EMM)	or	unified	endpoint	management
(UEM)	console.	This	service	helps	by	providing	reporting	on	device	software	versions,	and	any	back-tracking	of	a	smartphone	to	an	earlier	version	should	stand	out	and	cause	the	MDM/EMM	to	log	a	security	event.	Upon	detection	of	rooting,	the	admin	can	choose	to	have	MDM	automatically	lock	the	user	out	of	the	device,	wipe	all	enterprise	data	or
restrict	access.	More	advanced	phones	can	also	report	back	to	the	MDM/EMM	on	periodic	real-time	checks	on	the	integrity	of	the	operating	system.	For	example,	in	Samsung’s	phones	with	Knox,	IT	managers	can	take	advantage	of	Realtime	Kernel	Protection	(RKP)	and	Periodic	Kernel	Measurement	(PKM)	to	detect	and	block	kernel	tampering	at	run
time.	IT	managers	can’t	convince	people	not	to	root	their	smartphones.	But	they	can	make	it	harder	for	those	devices	to	be	used	in	the	enterprise,	and	they	can	better	detect	policy	violations.	All	it	takes	is	the	right	hardware,	the	right	software	and	a	keen	eye.	Learn	more	about	how	Samsung	Knox	protects	every	component	of	Galaxy	devices	from	the
chip	up.	What	happens	when	an	employee’s	smartphone	leads	to	a	security	incident?	Find	out	how	to	protect	yourself	with	an	incident	response	plan	in	this	free	white	paper.	So,	you’ve	opened	the	doors	of	advanced	functionality	on	your	Android	phone	by	rooting	it.	That’s	great!	You	can	do	stuff	with	your	phone	that	other	people	can’t	do	with	theirs.
But	what	happens	when	things	change	and	you	want	to	unroot	it?	Fear	not,	we’ve	got	you	covered.	Maybe	you	want	to	unroot	for	security	reasons,	or	maybe	you	just	don’t	need	root	for	your	favorite	tweaks	anymore.	Or,	perhaps	you’re	trying	to	sell	your	device,	or	get	warranty	service.	Or	maybe	you	just	want	to	download	an	over-the-air	update.
Whatever	your	reasons,	unrooting	isn’t	that	difficult–as	long	as	you	know	what	you’re	doing.	RELATED:	Seven	Things	You	Don't	Have	to	Root	Android	to	Do	Anymore	The	Many	Ways	to	Unroot	an	Android	Phone	Like	rooting,	there	are	a	few	different	methods	of	unrooting	your	phone,	and	which	one	you’ll	use	depends	on	your	device,	the	version	of
Android	you’re	running,	and	what	you’re	trying	to	accomplish.	In	general,	unrooting	will	involve	one	of	these	processes.	Any	Phone	that	has	only	been	rooted:	If	all	you’ve	done	is	root	your	phone,	and	stuck	with	your	phone’s	default	version	of	Android,	unrooting	should	(hopefully)	be	easy.	You	can	unroot	your	phone	using	an	option	in	the	SuperSU
app,	which	will	remove	root	and	replace	Android’s	stock	recovery.	This	is	detailed	in	the	first	section	of	this	guide.	Any	phone	running	a	custom	ROM	or	using	the	Xposed	Framework:	If	you’ve	done	more	than	root,	you’ve	likely	altered	certain	parts	of	your	system	heavily	enough	that	they	only	way	to	unroot	is	to	return	to	a	completely	stock,	out-of-
the-factory	condition.	This	is	different	for	every	phone,	and	we	can’t	give	instructions	for	each	one,	but	we	discuss	it	in	the	final	section	of	this	guide.	Seems	simple,	right?	Unfortunately,	the	SuperSU	method	doesn’t	always	work	perfectly.	Maybe	it	fails,	or	maybe	it	can’t	replace	your	stock	recovery	for	some	reason.	In	those	cases,	you	can	manually
unroot	your	phone	using	one	of	these	methods:	Nexus	and	other	Developer	Edition	Phones	running	Marshmallow:	If	the	SuperSU	method	doesn’t	work,	you	can	manually	unroot	your	device	by	re-flashing	its	boot.img.	This	is	the	main	file	that	gets	edited	when	you	root	a	phone	with	Marshmallow,	so	replacing	it	and	then	re-flashing	Android’s	stock
recovery	should	do	the	trick.	This	is	discussed	in	the	second	section	of	this	guide.	Nexus	and	other	Developer	Edition	Phones	running	Lollipop	and	Before:	If	the	SuperSU	method	doesn’t	work,	you	can	manually	unroot	your	device	by	deleting	the	su	binary.	This	is	the	file	that	gives	you	root	access	on	pre-Marshmallow	phones,	so	deleting	it	and	then
re-flashing	Android’s	stock	recovery	should	do	the	trick.	This	is	discussed	in	the	third	section	of	this	guide.	Non-Developer	Edition	phones:	If	the	SuperSU	method	doesn’t	work	and	you	have	a	non-developer	phone,	you	will	likely	have	to	go	nuclear.	That	means	wiping	your	phone	and	returning	it	to	a	completely	stock,	out-of-the-factory	condition	in
order	to	unroot.	This	is	different	for	every	phone,	and	we	can’t	give	instructions	for	each	one,	but	we	discuss	it	in	the	final	section	of	this	guide.	We	will	cover	each	of	these	methods	(in	varying	levels	of	detail)	in	the	four	sections	below.	So	skip	down	to	the	section	that	fits	your	device,	version	of	Android,	and	situation.	How	to	Unroot	Basically	Any
Android	Device	with	SuperSU	SuperSU	is	easily	the	most	popular	and	robust	root	management	app	available	on	Android.	If	you’re	running	a	rooted	device,	there’s	a	very	high	chance	that	you’re	using	SuperSU	to	manage	which	apps	get	superuser	access.	It’s	also	the	smartest	and	easiest	way	to	quickly	unroot	your	Android	device,	because	the	entire
process	is	done	within	the	app	directly	on	the	phone.	To	fully	unroot	the	device,	the	first	thing	you’ll	want	to	do	is	jump	into	the	SuperSU	app,	which	is	found	in	the	app	drawer.	Once	opened,	swipe	over	or	tap	the	Settings	tab	and	scroll	towards	the	bottom	till	you	see	the	“Cleanup”	section.	Tap	the	“Full	unroot”	option.	This	will	present	a	dialog	box
with	what	to	expect	from	the	unroot	process	and	ask	if	you’d	like	to	continue.	If	you’re	on	a	device	with	the	traditional	rooting	method—generally	Lollipop	or	older—then	this	is	the	first	and	only	step	for	you.	Hitting	continue	will	unroot	the	device,	and	you’ll	need	to	reboot	to	finish	the	process.	If	you’re	on	a	device	that	was	rooted	with	the	systemless
root	method	in	Marshmallow,	tapping	the	“Continue”	option	will	open	another	dialog	that	asks	if	you’d	like	to	restore	the	stock	boot	image,	noting	that	this	is	required	for	OTA	(over-the-air)	updates.	If	you’re	hoping	to	download	the	latest	Android	update	when	it	drops,	or	if	you’re	getting	rid	of	the	device,	then	I	would	suggest	tapping	“Yes”	here.	If
those	options	don’t	apply	to	your	situation,	it’s	probably	fine	to	just	leave	the	modified	boot	image	by	hitting	“No.”	The	following	screen	may	ask	if	you’d	like	to	restore	the	stock	recovery	image.	If	you’re	running	a	custom	recovery	(which	is	likely)	and	you	want	to	pull	an	OTA	update,	this	option	is	necessary—tap	“Yes”	to	continue.	If	you	plan	on	re-
rooting	in	the	future	or	want	to	continue	using	your	custom	recovery	(say,	for	nandroid	backups),	then	hit	“No”	here.	There’s	a	chance	that	this	option	may	not	show	up,	in	which	case	you’ll	have	to	manually	flash	the	stock	recovery.	There	are	instructions	on	how	to	do	this	in	the	manual	section	below.	After	that,	SuperSU	will	remove	itself	and	clean
up	the	installation.	The	entire	process	will	only	take	a	few	seconds,	and	then	the	device	will	reboot.	Once	it’s	finished,	it	should	be	completely	unrooted	and,	depending	on	which	options	were	selected	during	the	unroot	process,	back	in	a	completely	stock	form.	How	to	Manually	Unroot	a	Nexus	or	Other	Developer	Device	on	Marshmallow	While	the
above	method	of	unrooting	with	SuperSU	should	theoretically	work	just	fine	on	devices	that	have	been	rooted	using	the	systemless	method,	it’s	still	good	to	know	what	to	do	in	a	situation	where	SuperSU	may	not	be	able	to	fully	unroot	the	device.	RELATED:	What	Is	"Systemless	Root"	on	Android,	and	Why	Is	It	Better?	The	good	news	is	that	it’s	a
simple	flash—replacing	the	modified	boot.img	with	the	stock	one–should	do	the	trick.	I’m	using	a	Nexus	5	for	this	example,	but	the	process	will	be	identical	for	all	other	Nexus	devices.	If	you’re	using	a	developer	edition	phone	from	another	manufacturer,	the	process	may	vary	slightly.	The	first	thing	you’ll	need	to	do	is	download	the	factory	image	for
your	device.	For	Nexuses,	this	is	provided	by	Google.	Other	device’s	images	should	be	provided	by	their	manufacturer.	Once	you’ve	downloaded	the	factory	image	for	your	device,	you’ll	first	need	to	unzip	the	package.	Inside	of	that	package,	there’s	another	package.	Unzip	that	one	as	well.	This	package	will	house	the	bootloader	image,	radio	(if
applicable),	and	various	scripts	to	flash	the	full	Android	build.	The	file	that	we	need—boot.img—is	found	within	the	final	.zip	file,	which	should	be	named	“image--.zip”.	Unzip	this	package.	Back	on	the	phone,	make	sure	Developer	Options	are	enabled	by	heading	into	Settings	>	About	phone	and	tapping	the	Build	Number	seven	times.	Toast
notifications	will	show	how	many	more	taps	you	have	left	before	“becoming	a	developer.”	Once	the	developer	options	menu	has	been	enabled,	press	back	to	go	to	the	parent	settings	menu.	The	“Developer	options”	menu	will	be	a	new	entry	just	above	“About	phone.”	Tap	“Developer	options.”	Scroll	down	until	you	see	“USB	Debugging”	and	enable	it
with	the	slider.	A	warning	will	pop	up	with	a	description	of	what	USB	debugging	does—hit	“OK”	to	enable	this	option.	Connect	your	device	to	the	computer	with	a	USB	cable.	As	long	as	you	have	the	correct	drivers	installed,	a	popup	should	display	on	the	device	with	the	option	to	allow	USB	debugging	on	the	attached	computer.	If	you’re	on	your
personal	computer,	you	can	tick	the	“Always	allow	from	this	computer”	option	so	it	will	automatically	allow	debugging	in	the	future.	Hit	“OK.”	Head	back	to	your	PC.	If	have	have	adb	set	up	in	your	system	PATH,	Shift+Right	Click	in	the	folder	where	you	unzipped	all	the	factory	image	files	and	select	“Open	a	command	window	here.”	If	you	don’t	have
adb	set	up	in	your	system	PATH,	copy	the	boot.img	file	and	place	it	in	your	adb	folder—	C:\Android\platform-tools	in	this	case.	Shift+Right	Click	anywhere	in	this	folder	and	choose	“Open	a	command	window	here”	once	the	boot.img	file	is	finished	copying.	Then,	enter	the	following	command	to	reboot	the	device	into	the	bootloader:	adb	reboot
bootloader	Once	your	phone	has	rebooted	into	its	bootloader,	run	the	following	command,	which	should	only	take	a	few	seconds	to	finish:	fastboot	flash	boot	boot.img	If	you’re	unrooting	in	order	to	pull	an	OTA	update	or	just	want	the	phone	to	be	back	in	a	completely	stock	state,	you’ll	also	need	to	flash	the	stock	recovery.	You	can	do	that	with	this
command:	fastboot	flash	recovery	recovery.img	After	that,	reboot	into	Android	with	the	following:	fastboot	reboot	The	phone	should	instantly	reboot	and	you’re	good	to	go—root	access	will	be	gone,	and	Android	will	have	its	stock	recovery	back,	but	the	rest	of	your	system	will	still	be	completely	intact.	If	you	plan	on	selling	or	otherwise	getting	rid	of
the	device,	you	can	do	a	factory	reset	now.	How	to	Manually	Unroot	a	Nexus	or	Other	Developer	Device	on	Lollipop	(or	Older)	Generally,	unrooting	with	SuperSU	is	the	best	choice	on	devices	with	a	modified	/system	partition,	because	all	the	changes	that	are	done	during	the	rooting	process	are	cleaned	up.	If	you’d	prefer	to	manually	take	care	of	the
process,	however,	it’s	a	little	more	painstaking	than	simply	flashing	the	boot.img	like	with	the	systemless	method.	The	good	news	is	that	the	entire	process	can	be	done	directly	on	the	device,	without	the	need	to	use	a	computer.	The	first	thing	you’ll	need	is	a	file	manager	with	root	capabilities—ES	File	Explorer	seems	to	be	the	most	popular	one	out
there	these	days,	but	pretty	much	any	root	explorer	will	work.	In	ES,	you’ll	need	to	open	the	side	menu	by	sliding	in	from	the	left	outside	edge,	then	scroll	down	to	the	“Root	Explorer”	option	and	slide	the	toggle	to	enable	it.	The	SuperUser	app	installed	on	your	device	should	prompt	you	to	grant	access	to	the	file	manager	at	that	point.	Once	root
access	has	been	granted,	navigate	to	the	/system	folder.	Using	ES,	tap	the	dropdown	that	says	“Homepage”	(assuming	you’re	still	on	the	start	page,	of	course).	Select	the	“/	Device”	option.	In	the	primary	device	partition,	scroll	down	to	the	“/system”	folder	and	open	it.	This	is	where	things	can	get	a	little	tricky—depending	on	how	your	device	was
rooted,	the	“su”	file	(the	one	we’ll	be	deleting	in	this	process)	will	be	located	in	one	of	two	places:	/system/bin	or	/system/xbin	.	Start	by	checking	the	former.	The	files	here	are	sorted	alphabetically,	so	if	you	don’t	see	the	“su”	file	(like	on	my	test	device),	then	it’s	in	the	/system/xbin	folder.	Go	back	by	hitting	the	back	arrow,	then	open	the	“xbin”	folder.
There	shouldn’t	be	very	many	files	in	here,	so	“su”	is	pretty	easy	to	find.	Regardless	of	where	the	file	is	located	on	your	particular	device,	we’re	going	to	execute	the	same	action.	If	you’re	looking	to	unroot	completely,	just	delete	this	file	but	long-pressing	it	and	selecting	the	trash	icon.	If	you	only	want	to	temporarily	unroot	in	order	to	pull	an	OTA
update,	then	just	cut	the	file	from	this	location	by	long-pressing	it	and	selecting	the	scissors.	You	can	then	navigate	to	the	/sdcard/	folder	by	heading	back	to	the	primary	“/	Device”	partition	and	opening	the	“sdcard”	folder.	Paste	it	here	by	selecting	the	paste	icon.	With	the	“su”	file	out	of	the	action,	there’s	one	more	file	that	needs	to	be	moved	or
deleted.	Head	back	into	/system	and	open	the	“app”	folder.	You’re	going	to	look	for	the	SuperUser	app	installed	on	your	phone	here—if	you’re	running	SuperSU,	it’s	found	in	the	folder	of	the	same	name.	You	may	have	to	look	around	a	little	bit	if	you’re	running	a	different	SuperUser	app.	Once	you’ve	located	the	folder,	open	it.	It’s	also	worth	noting
that	it	may	not	be	in	a	folder	at	all—it	could	just	be	“superuser.apk”	in	the	root	of	the	folder.	Once	you’ve	found	the	correct	file,	long-press	on	it	and	either	delete	or	cut	it	like	you	did	with	the	“su”	file.	If	you	cut	it,	go	ahead	and	paste	it	back	in	the	/sdcard	for	safe	keeping.	At	this	point,	you	can	double-check	the	root	status	of	the	device	by	using	an
app	like	Root	Checker.	If	it’s	comes	back	as	unrooted,	then	you’re	finished.	Next,	you’ll	need	to	replace	Android’s	stock	recovery	on	your	phone.	To	do	this,	you’ll	need	to	download	the	factory	image	for	your	device.	For	Nexuses,	this	is	provided	by	Google.	Other	device’s	images	should	be	provided	by	their	manufacturer.	Once	you’ve	downloaded	the
factory	image	for	your	device,	you’ll	first	need	to	unzip	the	package.	Inside	of	that	package,	there’s	another	package.	This	will	house	the	bootloader	image,	radio	(if	applicable),	and	various	scripts	to	flash	the	full	Android	build.	All	we	need	is	the	recovery.img	file	stored	inside.	Unzip	that	package.	Back	on	the	phone,	make	sure	Developer	Options	are
enabled	by	heading	into	Settings	>	About	phone	and	tapping	the	Build	Number	seven	times.	Toast	notifications	will	show	how	many	more	taps	you	have	left	before	“becoming	a	developer.”	Once	the	developer	options	menu	has	been	enabled,	press	back	to	go	to	the	parent	settings	menu.	The	“Developer	options”	menu	will	be	a	new	entry	just	above
“About	phone.”	Tap	“Developer	options.”	Scroll	down	until	you	see	“USB	Debugging”	and	enable	it	with	the	slider.	A	warning	will	pop	up	with	a	description	of	what	USB	debugging	does—hit	“OK”	to	enable	this	option.	Connect	your	device	to	the	computer	with	a	USB	cable.	As	long	as	you	have	the	correct	drivers	installed,	a	popup	should	display	on
the	device	with	the	option	to	allow	USB	debugging	on	the	attached	computer.	If	you’re	on	your	personal	computer,	you	can	tick	the	“Always	allow	from	this	computer”	option	so	it	will	automatically	allow	debugging	in	the	future.	Hit	“OK.”	Head	back	to	your	PC.	If	have	have	adb	set	up	in	your	system	PATH,	Shift+Right	Click	in	the	folder	where	you
unzipped	all	the	factory	image	files	and	select	“Open	a	command	window	here.”	If	you	don’t	have	adb	set	up	in	your	system	PATH,	copy	the	boot.img	file	and	place	it	in	your	adb	folder—	C:\Android\platform-tools	in	this	case.	Shift+Right	Click	anywhere	in	this	folder	and	choose	“Open	a	command	window	here”	once	the	boot.img	file	is	finished
copying.	Then,	enter	the	following	command	to	reboot	the	device	into	the	bootloader:	adb	reboot	bootloader	Once	your	phone	has	rebooted	into	its	bootloader,	run	the	following	command,	which	should	only	take	a	few	seconds	to	finish:	fastboot	flash	recovery	recovery.img	This	will	re-flash	the	stock	recovery.	When	it’s	done,	reboot	into	Android	with
the	following:	fastboot	reboot	The	phone	should	instantly	reboot	and	you’re	good	to	go—root	access	will	be	gone,	and	Android	will	have	its	stock	recovery	back,	but	the	rest	of	your	system	will	still	be	completely	intact.	If	you	plan	on	selling	or	otherwise	getting	rid	of	the	device,	you	can	do	a	factory	reset	now.	If	you	plan	on	getting	rid	of	the	device,	it’s
a	good	idea	to	go	ahead	and	factory	reset	it	at	this	point.	Re-Flash	Your	Device	for	a	Completely	Stock	Build	If	you’re	running	a	custom	ROM	or	the	Xposed	framework,	you	will	need	to	completely	wipe	your	device	and	flash	it	to	an	unrooted,	brand	new	out-of-the-factory	state.	This	is	also	the	only	way	to	unroot	a	non-Nexus	or	Developer	Edition	phone
if	the	SuperSU	method	doesn’t	work	for	you.	Unfortunately,	the	process	is	pretty	different	for	every	manufacturer,	and	can	even	vary	from	device	to	device.	So,	with	the	exception	of	Nexus	devices	(which	we	have	a	guide	for),	we	can’t	detail	all	the	instructions	here.	Instead,	you’ll	have	to	poke	around	a	site	like	the	XDA	Developers	forum	for	the	full
instructions	for	your	phone.	Here’s	a	quick	and	dirty	look	of	what	the	process	entails	for	each	manufacturer,	though:	Nexus	and	other	Developer	Edition	devices:	Nexus	devices	are	pretty	easy.	You	just	need	to	download	a	factory	image	from	Google	or	your	manufacturer	(much	like	we	did	in	the	manual	unrooting	instructions	for	Marshmallow	above),
then	flash	all	the	files	contained	within	to	your	phone.	Check	out	our	guide	to	manually	flashing	your	Nexus	for	the	full	instructions.	Samsung	devices:	You’ll	need	the	full	firmware	file,	which	should	be	available	for	basically	every	device	at	Sammobile.com.	You’ll	be	dealing	with	a	program	called	“Odin”	on	the	PC,	which	is	fairly	straightforward.	Just
make	sure	find	a	reliable	guide	for	your	exact	device.	Motorola	devices:	Motorola	uses	a	program	called	“RSD	Lite”	to	push	image	files	to	devices,	though	the	company	doesn’t	make	its	images	available	for	non-developer	devices.	There	are	copies	floating	around	out	there,	but	make	sure	you’re	downloading	from	a	trusted	source	before	taking	the
plunge.	LG	devices:	LG	uses	a	purpose-built	“Flash	Tool”	to	push	device-specific	KDZ	files	to	its	phones.	Again,	this	can	be	tricky,	so	make	sure	you’re	using	a	trusted	source	and	guide.	HTC	devices:	HTC	could	perhaps	be	the	most	flash-friendly	of	all	the	consumer	devices,	as	it	just	uses	what’s	called	an	“RUU”	(ROM	Update	Utility)	file	that	can	be
pushed	with	simple	adb	and	fastboot	commands.	Alternatively,	you	can	place	the	RUU	on	the	/sdcard	partition	of	most	HTC	devices	and	it’ll	be	automatically	detected	once	you	boot	into	the	bootloader.	You	just	need	to	find	the	RUU	for	your	specific	phone.	We	wish	we	could	give	details	for	every	single	phone	out	there,	but	it’s	just	not	possible–this	is
yet	one	more	reason	why	we	love	Nexus	and	other	Developer	Edition	devices.	But	with	a	bit	of	digging,	you	should	be	able	to	unroot	just	about	any	phone	out	there,	and	get	it	back	to	a	good	working	state.
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